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DETAILED ACTION 
Claim Rejections - 35 USC §112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claims 3-7 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. Claim 3 recites the phrase "For a 
commerce system comprising" in the preamble. The language of this phrase is 
indefinite in that it fails to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. Appropriate correction is 
required. Claims 4-7 are rejected because of their dependency from the rejected 
claim 3. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale In this country, more than one year prior to the date of application for patent in the United 
States. 



4. 



Claim 1-11 are rejected under 35 U.S.C. 102(b) as being anticipated by Krsul et 
al (Krsul hereinafter, US PAT: 5,839,119). 
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Re claims 1. Krsul discloses a computer-readable medium having stored thereon a 
data structure comprising: information identifying a secret share of a finite set of secret 
shares (i.e., Bank 18 makes an entry in this database for every buyer-seller pair with 
outstanding, valid electronic tokens. Bank 18 assigns a unique identifier, which we shall 
call a purse identifier, to the group of electronic tokens just generated. Banks 18 then 
notes the purse identifier in its database entry for this buyer-seller pair, as well as all of 
the session serial numbers of those electronic tokens. Bank 18 also stores the address 
of seller 17 in the database entry in case buyer 16 should wish to redeem unspent 
electronic token halves. That done, bank 18 advances to step 1026 from step 
1025, see col. 8 lines 17-45, specifically see col. 8 lines 35-45, also see col. 2 lines 19- 
48); and a secret share profile associated with the secret share and comprising a set of 
activities associated with the secret share, the set of activities corresponding to at least 
one activity conducted within a commerce system by at least a portion of a plurality of 
entities within the commerce system (i.e., the present invention result from splitting the 
electronic tokens in half using secret splitting. Secret splitting splits a secret, in this 
case the value of electronic token, into multiple pieces. None of the parties to the 
secret can learn the secret without all cooperating with one another to combine their 
secret pieces. Each secret piece is valueless on its own, as well as meaningless to 
anyone without all the other secret pieces. Because each electronic token half is 
valueless by itself, buyer 16 is protected from unauthorized redemptions of electronic 
tokens by seller 17. When session serial numbers are added to the electronic token 
halves, both bank 18 and buyer 17 are protected from double spending. Referring 
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again to FIGS. 4A and 4B, for simplicity steps 1018-1024 show only one electronic 
token being split in half at a time; however, the present invention is consistent with 
many electronic tokens being split at once. First, during step 1020, bank 18 selects one 
of the signed electronic tokens to be split using secret splitting, see coL7 lines 45-65, 
also see col. 2 lines 19-48) (see the summary of the invention and the abstract) 

Re claims 2. Claim 2 recites similar limitations to claim 1 and thus rejected using the 

same art and rationale in the rejection of claim 1 . 

Re claims 3-5. Krsul further discloses For a commerce system comprising a plurality of 
entities each having an associated entity identity that is stored as a plurality of secret 
shares amongst at least a portion of a plurality of shareholders (buyers and sellers) (i.e., 
Bank 1 8 makes an entry in this database for every buyer-seller pair with outstanding, 
valid electronic tokens. Bank 18 assigns a unique identifier, which we shall call a purse 
identifier, to the group of electronic tokens just generated. Banks 1 8 then notes the 
purse identifier in its database entry for this buyer-seller pair, as well as all of the 
session serial numbers of those electronic tokens. Bank 18 also stores the address of 
seller 17 in the database entry in case buyer 16 should wish to redeem unspent 
electronic token halves. That done, bank 18 advances to step 1026 from step 
1025, see col. 8 lines 17-45, specifically see col. 8 lines 35-45, also see col. 2 lines 19- 
48), wherein each plurality of secret shares comprises a subset of a finite set of secret 
share values (i.e. Secret splitting splits a secret, in this case the value of electronic 
token, into multiple pieces, see col.7 lines 45-55, also see col. 2 lines 18-48), a method 
for estimating activities of a first entity of the plurality of entities, the method 
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comprising: associating, for each entity of the plurality of entities, at least one activity 
conducted by the entity within the commerce system with each of the plurality of secret 
shares used to store the entity identity corresponding to the entity such that each 
secret share of the finite set of secret share values has associated therewith a set of 
activities from at least a portion of the plurality of entities; and generating, for the first 
entity, an estimated activities list comprising an intersection of sets of activities 
associated with each secret share of a first plurality of secret shares used to store a 
first entity identity corresponding to the first entity (i.e., Secret splitting splits a secret, in 
this case the value of electronic token, into multiple pieces. None of the parties to the 
secret can learn the secret without all cooperating with one another to combine their 
secret pieces. Each secret piece is valueless on its own, as well as meaningless to 
anyone without all the other secret pieces. Because each electronic token half is 
valueless by itself, buyer 16 is protected from unauthorized redemptions of electronic 
tokens by seller 17. When session serial numbers are added to the electronic token 
halves, both bank 18 and buyer 17 are protected from double spending. Referring 
again to FIGS. 4A and 4B, for simplicity steps 1018-1024 show only one electronic 
token being split in half at a time; however, the present invention is consistent with 
many electronic tokens being split at once. First, during step 1020, bank 18 selects one 
of the signed electronic tokens to be split using secret splitting, see coL7 lines 45-65, 
also see col. 2 lines 18-48) (see the abstract and the summary of the invention). 
Re claim 6. Krsul further discloses the method wherein generating the estimated 
activities list further comprises: retrieving, by an anonymity service provider in 



Application/Control Number: 09/976,637 Page 6 

Art Unit: 3628 

communication with the first entity and each of the first portion of the plurality of 
shareholders (i.e., providing anonymity to buyer, and preventing sellers from building a 
dossier about the buyer, see col. 6 lines 40-48), the plurality of profiles from the first 
portion of the plurality of shareholders; and calculating, by the anonymity service 
provider, the intersection by determining common activities that are found within each 
of the plurality of profiles (i.e., using its computer network bank 18 generates a first 
token half for the buyer. This is done by generating a random electronic string P whose 
bit length is equal to that of the selected signed token. The random string P is then 
used to create the second token half for the signed electronic token. Using its 
computer network, bank 18 generates the second electronic token half, Q, by 
performing a bitwise XOR of S. sub. BP (T) and P, resulting in Q. Neither the first 
electronic token half, P, nor the second electronic token half, Q, have any value of 
themselves; however, they can be combined together by a bitwise XOR to obtain 
S. sub. BP (T). This prevents seller 17 from redeeming tokens without the consent of 
buyer 16, as well as protecting seller 17 from double-spending by buyer 16. Note also, 
that buyer 16 can use her electronic tokens only for purchases with the selected seller. 
If she wishes to do business with another seller, she must obtain another, different set 
of token halves, col. 8 lines 1-15). 

Re claim 7. Krsul further discloses the method of claim 3, wherein the at least one 
activity includes purchase of at least one digital product (i.e.. Note also, that buyer 16 
can use her electronic tokens only for purchases with the selected seller. If she wishes 
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to do business with another seller, she must obtain another, different set of token 
halves, col. 8 lines 5-15). 

Re claims 8-10. Krsul further discloses an apparatus for use in a commerce system 
comprising a plurality of entities each having an associated entity identity that is stored 
as a plurality of secret shares amongst at least a portion of a plurality of shareholders 
(i.e., the present invention result from splitting the electronic tokens in half using secret 
splitting. Secret splitting splits a secret, in this case the value of electronic token, into 
multiple pieces. None of the parties to the secret can learn the secret without all 
cooperating with one another to combine their secret pieces. Each secret piece is 
valueless on its own, as well as meaningless to anyone without all the other secret 
pieces. Because each electronic token half is valueless by itself, buyer 16 is protected 
from unauthorized redemptions of electronic tokens by seller 17. When session serial 
numbers are added to the electronic token halves, both bank 18 and buyer 17 are 
protected from double spending, see col. 7 lines 45-65, see col. 2 lines 18-48, also see 
the abstract for secret splitting of electronic token between buyers and sellers), 
wherein each plurality of secret shares comprises a subset of a finite set of secret 
share values (i.e. Secret splitting splits a secret, in this case the value of electronic 
token, into multiple pieces, see col. 7 lines 45-55, also see col, 2 lines 18-48), the 
apparatus comprising: means for associating, for each entity of the plurality of entities, 
at least one activity conducted by the entity within the commerce system with each of 
the plurality of secret shares used to store the entity identity corresponding to the entity 
such that each secret share of the finite set of secret share values has associated 
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therewith a set of activities from at least a portion of the plurality of entities; means for 
receiving sets of activities associated with each secret share of a first plurality of secret 
shares used to store a first entity identity corresponding to a first entity; and means, 
coupled to the means for receiving, for generating an estimated activities list, for the 
first entity, comprising an intersection of the sets of activities (i.e., Secret splitting splits 
a secret, in this case the value of electronic token, into multiple pieces. None of the 
parties to the secret can learn the secret without all cooperating with one another to 
combine their secret pieces. Each secret piece is valueless on its own, as well as 
meaningless to anyone without all the other secret pieces. Because each electronic 
token half is valueless by itself, buyer 16 is protected from unauthorized redemptions of 
electronic tokens by seller 17. When session serial numbers are added to the 
electronic token halves, both bank 18 and buyer 17 are protected from double 
spending. Referring again to FIGS. 4A and 4B, for simplicity steps 1018-1024 show 
only one electronic token being split in half at a time; however, the present invention is 
consistent with many electronic tokens being split at once. First, during step 1020, 
bank 18 selects one of the signed electronic tokens to be split using secret splitting, 
see col. 7 lines 45-65, also see col. 2 lines 18-48) (see the abstract and the summary of 
the invention). 

Re claim 11. Claim 11 recites similar limitations to claim 6 and thus rejected using the 
same art and rationale in thie rejection of claim 6. 
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Conclusion 



Any inquiry concerning tliis communication or earlier communications from the 
examiner sliould be directed to OJO O. OYEBISI whose telephone number is (571) 

272- 8298. The examiner can normally be reached on 8:30A.M-5:30P.M. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, HYUNG S. SOUGH can be reached on (571)272-6799. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EEC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




